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RISK MANAGEMENT POLICY STATEMENT 
 
1.1 Definition of Risk Management:  

“Risk management aids decision making by taking account of uncertainty and its effect on 
achieving objectives and assessing the need for any actions. To control the risks an 
appropriate risk management process should be in place which requires identification and 
analysis of risks, evaluating their likelihood and potential impact to determine the most 
effective methods of controlling them, or responding to them. It is a means of maximising 
opportunities and minimising the costs and disruption to an organisation caused by undesired 
events“. 
 

1.2 Risk Management Policy Statement: 
We recognise risk management as a vital activity that underpins and forms part of our 
vision, values and strategic objectives, (including operating effectively and efficiently), as 
well as providing confidence to our community. 
 
Risk is present in everything we do and it is our policy to identify, assess and manage key 
areas of risk on a proactive basis. We seek to embed risk management, operation and 
development of Rochdale Borough Council. Risk management needs to be embedded 
throughout all processes, projects and strategic decisions. This includes procurement and 
contracting, and we will ensure partnerships and third-party relationships are fully compliant 
with the risk management policy and strategy of our organisation. 
 
The aim of our risk management framework is to be fit for purpose, reflect our size and the 
nature of our various operations, and use our skills and capabilities to the full. Risk 
management is most effective as an enabling tool, so we need a consistent, communicated 
and formalised process across the Council. 
 
It is important to define the level of risk exposure the Joint Leadership Team considers 
acceptable for the organisation. This creates a clear picture of which risks will threaten the 
ability of the Council to achieve its objectives. This results in our risk appetite. 
 
The risk management policy statement and supporting documentation form an integrated 
framework that supports the Council in managing risk effectively. In implementing our risk 
management framework, we provide assurance to all stakeholders that risk identification 
and management plays a key role in the delivery of our strategy and related objectives. 
 
We will involve, empower and give ownership to all staff to identify and manage risk. Risk 
management activity will be regularly supported through discussion and appropriate action 
by senior management. This will include a thorough review and confirmation of significant 
risks, evaluating mitigation strategies and establishing supporting actions to reduce them to 
an acceptable level. Managing risks will be an integral part of both strategic and operational 
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planning and the day-today running, monitoring, development and maintaining of Rochdale 
Borough Council. 

 
 

 
1.3 The objectives of the Council’s risk management strategy are to: - 

 Evaluate risks and take reasonable action to mitigate those which are considered to be 
above the organisation’s risk appetite; 

 Ensure a robust framework is in place to identify, assess and manage the risks facing the 
Council; 

 Anticipate and respond to changing social, economic, environmental and legislative 
requirements; 

 Communicate risk information so that it forms part of decisions made; 
 Demonstrate that risks have been considered and proportionate action taken. 
 Use risk management as an enabler to move the organisation forward and take 

challenges which are well managed. 
 
1.4 These objectives will be achieved by: - 

 Work with Members, Leadership Team and each Service Management Team to ensure 
they have a risk register relating to their objectives and plan for review 

 Link Risk Management with the Corporate Planning Framework, including identifying 
risks against all key activities 

 Maintain an effective Risk Reporting framework 
 Check that mitigating actions are proportionate against key risks 
 Purchase insurance for those risks which cannot be avoided or reduced further, always 

retaining risk where this is economically attractive, and 
 Develop and implement training courses for all roles 

 
1.5 The Council recognises that it is the responsibility of all members and employees to have 

regard for risk in carrying out their duties.  If uncontrolled, risk can result in a drain on 
resources that could better be directed to front line service provision and to the meeting of 
the Council’s objectives and community needs. 
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RISK MANAGEMENT STRATEGY 
 
The purpose of the strategy is to ensure a consistent and structured approach to risk management 
across the whole Council and that the objectives identified in the Risk Management Policy are 
achieved. 

 
2.1 The Benefits of Risk Management: 

 Effective risk management will deliver a number of tangible and intangible benefits to 
individual services and to the Council as a whole: - 

 The reduction in the level of risk which threatens the delivery of the Authority’s 
objectives; 

 The improved use of valuable resources; 
 Improved decision making at all levels of the organisation; 
 Increased willingness and confidence in embarking on innovative projects; 
 Improved management in the delivery of organisational change; 
 Confidence that partnership activities are soundly and effectively conducted with clear 

objectives and outcome monitoring arrangements; 
 
2.2 The Risk Management Cycle: 
  The 4 stages in the risk management cycle are illustrated in the diagram below:  

 

  
 
  To manage risks effectively, they need to be systematically identified, analysed, controlled 

and monitored. 
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3.1 Roles and Responsibilities: 
Identifying and allocating roles and responsibilities for Risk Management is essential if the 
strategy is to be developed, implemented, embedded and reviewed effectively.  All roles are 
outlined in Appendix 1 below. 

 
3.2 Risk Identification 

Risk can be defined as the effect of uncertainty on the organisation’s objectives. The purpose 
of risk identification is to generate a comprehensive inventory of risks based on events that 
might threaten the achievement of our objectives. This process should include the review of 
existing risk registers alongside the consideration of new and emerging risks. 

 
3.3 Risk Analysis 

To understand the true nature of a risk we need to understand the event, its potential causes, 
consequences and the impact to objectives. This information should be captured to form the 
full description of the risk, which is then analysed before making a decision on how we will 
mitigate the risk. 

  
3.3.1 Risk Classifications 

a. Strategic Risks related to the achievement of corporate objectives. Examples may 
include inappropriate outsourcing or failure to integrate change. Strategic risks are 
assigned to and managed by leadership team members. 
 

b. Operational - Failures to critical operating systems and threats to service delivery. 
Illnesses of a number of vital personnel, staff retention, poor succession planning, and 
unwillingness to accept change are all examples that would be included in this 
classification. 

 
c. Financial - Whilst all risks can eventually be equated to a financial value, we are 

primarily concerned with direct financial loss in this class. Examples could be the 
breakdown of financial controls, poor financial forecasting or costs/ benefit analysis, or a 
lack of financial skills,  

 
d. Statutory duty / obligations - Risks in relation to changes in legal requirements such as 

regulations, standards, codes of practice and contractual requirements. This category also 
extends to compliance with additional rules such as policies, procedures, or expectations, 
which may be set by contracts. 

 
e. Reputational - Risks to the reputation of Rochdale council where reputation is not a 

consequence or impact but the event which leads to impact to objectives. Most likely to 
sit at the strategic level. 

 
f. Health & Safety – Uncertain future events that could negatively impact the health and 

wellbeing of the staff. 
 
g. Information Governance – Risks associated with the management of information within 

the Council to meet statutory requirements. Non-compliance with data protection laws or 
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failure to respond to Freedom of Information requests could have a negative impact on 
service-users and could potentially lead to enforcement action by the regulator. 

 
3.3.2 Risk Ranking 

The risk ranking is obtained by multiplying the potential impact of a risk by the likelihood that 
it will occur. Ranking facilitates the understanding of risk priorities by Service teams, senior 
managers and decision-makers. 

Diagram 1:  Risk Matrix 
                 LIKELIHOOD    

  1 2 3 4    5  

 5 5 10 15 20 
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5 
 

 
For guidance on selection of 1-5 Impact and Likelihood scores please see Appendices 2 
and 3 below. The tables provided give parameters for Impact scores and percentage 
probabilities for Likelihood. 
 
Diagram 2:  RAG Risk Priority Levels 
 

  
Red 

High Priority Significant management action/control evaluation and 
improvement required and/or continued proactive monitoring. 

Amber Medium Priority Seek cost effective management action/ control 
improvements.  

Green Low Priority 
Seek control improvements if possible and/or monitor and 
review regularly. 
 

 
Inherent and Residual Risk Scores 
Both an Inherent risk ranking and a Residual risk ranking score must be captured for every 
risk. The Inherent risk score is the gross score calculated on the basis that no control 
measures have been put in place, or all controls are failing. The Residual risk score is the 
net score taking the positive effect of all existing controls into consideration. 

Likelihood:
5    Almost certain
4    Probable
3    Possible
2    Unlikely
1    Remote

Impact:
5     Catastrophic
4     Major
3     Moderate
2     Minor
1     Negligible
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3.4    Risk Mitigation 

Risk action or risk treatment should be effective whilst not restricting the service objective we 
are trying to achieve. The method of risk control should also be efficient. The cost of 
implementing controls must be proportionate to the cost should the risk occur. The four 
primary responses for risks requiring treatment are to Terminate (avoidance), to Treat (risk 
reduction), to Transfer (by contracting, outsourcing or insuring) or to Tolerate (accept subject 
to continued monitoring). 

 
3.5 Risk Monitoring 

There is a requirement for risks to be recorded, monitored and reported to enable risk 
information to be used easily in decision-making. 
 
Risk Register System 
We hold risk information in risk registers, currently managed via the online Pentana Risks 
software system. Risk registers are used to communicate risks, the controls identified, risk 
score levels and allocation of responsibility. We report risks to ensure they become an integral 
part of our decision-making processes. 
 
Risk Reports 
a. Audit and Governance Committee 

The Risk & Insurance Manager prepares quarterly update reports to the committee on 
the status of risk management within Rochdale Council. The report includes a summary 
of developments under the Corporate risk register, and notification of Service risks 
assessed as Red RAG priority.  

 
b. Leadership Team 

The Risk & Insurance Manager prepares quarterly reports on the Corporate risk register 
and high-scoring Service risks to Leadership Team. 

 
Risk Reviews 
It is the responsibility of all managers to enter their risks into the risk register template and 
regularly review and update them. Corporate risks will be recorded and updated by the Risk 
Management and Audit Service under the direction of the Single Leadership Team. 

    
3.6  Risk Management Training 

Training is a vital element in the successful implementation of a risk management process. 
Where a training need is identified, suitable assistance and support will be provided by the 
Risk & Insurance team.  

 
3.7 Risk Appetite 

Whilst the Council recognises the need to manage and monitor all risks, it will not allow an 
aversion to risk to prevent it from being innovative, or from taking opportunities, which will 
help the achievement of its objectives. Rochdale Council accepts that there is an element of 
risk in every activity it undertakes.Risk appetite can be defined as “the amount and type of 
risk that an organisation is prepared to seek, accept or tolerate”. 
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Generally attitudes to risk, including public sector organisations, can be said to range across 
a spectrum of attitudes and appetites, ranging from:- 

 
 Low Risk/Risk Averse - here there is avoidance of any form of risk and uncertainty as a 

key organisational objective 
 Medium Risk/Cautious - here the organisation’s preference is for safe delivery options 

that have a low degree of risk 
 High Risk/Risk-Seeking - the organisation is innovative and chooses service delivery 

options offering higher customer satisfaction/quality despite greater associated risk in 
these activities. 

 
It is important to note that risk appetites may often vary across different types of risk at 
different times, and may even vary across directorates in these terms and that an 
organisation’s overall risk appetite is often a composite or aggregate of these different risk 
appetites. 
 
The current position for the Council is Medium Risk/Cautious 
 

 
GOVERNANCE OF RISK MANAGEMENT 
 
In this section, we will detail how we ensure that the Risk Management arrangements are being 
delivered throughout the organisation. 
 
4.1      Risk Management Compliance Improvements 

A Risk Management compliance improvement plan is completed for each service area on a 
bi-annual basis as a minimum, with the Risk Champion taking responsibility for completion 
in each Service. 

 
The plan is a method to evaluate compliance with the risk management process in different 
teams across the Council. Assessment scores are based on the actions and principles set 
out in the Risk Management Strategy under this policy. Results of the plan are reported to 
each Senior Management Team with any escalation required being reported to the 
Governance Board. 
 

4.2 Quality Assurance 
Challenge and review of Service risk registers will be made by the Risk & Insurance team to 
raise the quality of the risk information within the register.  

 
 Ongoing challenge is made by Internal Audit during the normal course of their work to 

ensure that risks are appropriately included in the register and properly managed. 
 

Quarterly review of both strategic and operational risks is undertaken by the Audit and 
Governance Committee when considering reports presented by the Risk & Insurance 
Manager. 
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Appendix 1 
 

Roles and Responsibilities 
 

 
Group Role 

 
Elected Members of the Council Members, particularly those with key 

responsibilities, should seek to explore and 
understand service risks in the process of 
formulating policy and decision making. 

The Audit and Governance 
Committee 

The Audit and Governance Committee 
examines the evidence provided by Internal 
and External Audit and other Governance 
areas to ensure that we demonstrate that we 
are actively managing our risks. This 
provides independent assurance to the 
Cabinet and Council. 

Joint Leadership Team The Leadership Team has the primary 
responsibility for identifying and managing 
significant strategic risks.  Directors take 
personal responsibility for strategic and 
operational risks relating to their portfolio. 

Governance Board The Governance Board has a purpose to 
ensure the Council has robust risk 
management processes in place. 
Responsibilities include development of 
corporate standards and the Annual 
Governance Statement, and oversight of the 
Council’s risk management arrangements. 

The Monitoring Officer Actions taken by the Monitoring Officer are 
designed to contribute towards the Council’s 
risk management processes. A core aspect 
of the role is to alert the Council and Cabinet 
where any proposal or decision is likely to be 
illegal or constitute maladministration. 

Risk and Insurance team To prepare and deliver effective strategic 
plans to ensure corporate risk management 
systems are operating effectively. Devise 
and maintain suitable risk standards, 
strategy, policy and procedures. 
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Internal Audit 
 

Play a key role in providing independent 
assurance of the effectiveness of the risk 
management and control framework. 

Heads of Service / Managers Identification of our key operational risks 
relies on teams across Rochdale Council 
regularly taking stock of the risks which they 
face and including details of their significant 
risks in regular reports. 

Service Risk Champions Ensure the implementation of a successful 
risk management programme within 
services.  They act as the link between the 
risk group and each Service team’s 
management team in promoting risk 
initiatives and work streams. 

Risk Owner Will be the owner of the objective to which the 
risk applies. The person who holds the 
ultimate responsibility for delivery of the 
objective, and therefore also for decisions on 
how the risk will be managed. 

All Employees All employees should be involved in the risk 
identification and management process. Risk 
management is a collective effort requiring 
input from all officers to identify risks to their 
team’s objectives. 
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Appendix 2:  Impact Risk Descriptors 

 
Impact 
Scoring  

1 - Negligible 2 - Minor 3 - Moderate 4 - Major 5 - Catastrophic 

Implications for 
Achievement of 
Service Objectives 

Brief disruption to non-
crucial service area. 
 
Minor impact on 
achievement of 
objectives 

Disruption to services 
managed within Project. 
 
Moderate impact on 
achievement of 
objectives. 

Disruption to services 
has adverse effect on 
delivery of Theme. 
 
Significant impact on 
achievement of Theme 
objective. 

Disruption to delivery of 
Theme-level service, 
either multiple areas or 
protracted period. 
 
Major impact on 
achievement of Theme 
objectives. 

Severe disruption that 
would destabilise whole 
Transformation 
programme. 
 
Catastrophic impact on 
achievement of 
overarching Locality 
Plan objectives. 

Financial  
Minimal effect 
contained within Project 
team. 
Negligible loss. 

Financial objectives still 
recoverable within the 
project. 
Small impact – the 
lesser of 5% or £20,000 
pa. increase to project 
cost or reduction in 
savings realised 

Moderate Impact 
contained within the 
Theme. 
Impact – the lesser of 
15% or £50,000 pa. 

Major impact causing 
jeopardy to the Theme. 
Impact – the lesser of 
20% or £100,000 pa. 

Financial impact could 
destabilise the whole 
Transformation 
programme. 
Impact – the lesser of 
50% or £500,000 pa. 

Health & Safety No harm or injuries but 
incident has occurred. 

Minor injuries requiring 
non-professional 
intervention. 
No time lost from work. 

Moderate injury 
requiring professional 
intervention. RIDDOR 
Incidents reportable to 
the HSE. 

Excessive injuries 
leading to long term 
incapacity/ disability 

Incident leading to 
fatalit(ies) or irreversible 
health effects. 
 

Statutory Duty/ 
Obligations  

No or minimal breech of 
guidance/statutory duty. 
Individual  claims  

Breech of statutory 
legislation causing 
reduced performance 
rating. 

Single breech in 
statutory duty. Possible 
external 
recommendations or 
improvement notice. 

Enforcement action 
caused due to multiple 
breeches in statutory 
duty. Possible 
improvement notices. 

Prosecution caused due 
to multiple breeches in 
statutory duty. 
Complete systems 
change required. 
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Impact 
Scoring 

 
1 - Negligible 2 – Minor 3 - Moderate 4 - Major 5 - Catastrophic 

Information 
Governance 

. Low level Data 
Protection compliance 
incident.   No special 
category personal data. 
Possible complaint and/ 
or individual claims 
No media coverage 

. Investigated internally.  
Possible complaint,  
lower level regulatory 
action and or individual 
claims.. 
No special category 
personal data. 
local media coverage 
OR low level 
information at risk 

. Mandatory reporting to 
ICO needs a DPO 
decision.   
High risk of adversely 
affecting individuals’ 
rights and freedoms  
Possible complaint to 
regulator and/ or 
individual claims 
Investigated externally 
with the possibility of 
regulatory action. 
Regional media 
coverage OR detailed 
or confidential/special 
category information at 
risk. 

. Mandatory reporting to 
ICO.   
High risk of adversely 
affecting individuals’ 
rights and freedoms  
Multiple complaints to 
regulator and/ or 
individual claims 
External resource 
required to manage 
incident. 
 
Investigated externally 
with the likelihood of 
regulatory action 
National media 
coverage OR detailed 
or confidential/special 
category information at 
risk. 

Mandatory reporting to 
ICO    
High risk of adversely 
affecting individuals’ 
rights and freedoms  
Multiple complaints to 
regulator and/ or 
individual claims 
External resource 
required to manage 
incident. 
Investigated externally 
with the likelihood of 
regulatory action 
National media 
coverage, OR detailed 
or confidential/special 
category information at 
risk 

Reputation 
Complaint/rumour from 
an individual or small 
group. Contained within 
Project or Theme. 

Short-term local media 
coverage and drop in 
local public confidence. 

Long-term local media 
coverage. Adverse 
effect on local public 
confidence of a 
significant and 
persistent nature. 

Adverse national media 
coverage causing a 
temporary drop in 
national public 
confidence. 

Adverse and persistent 
national media 
coverage causing total 
loss of public 
confidence. Possible 
officer(s) and/or 
Member resignations. 

Human Resources 
Low staffing situation 
that has negligible 
effect on service quality. 

Low staffing situation 
with impact contained 
within Project team. 

Short-term low staffing 
situation with wider 
impact causing 
disruption to delivery of 
Theme. 

Long-term low staffing 
situation causing 
uncertain delivery of 
Theme objectives. 
Possible unsafe staffing 
levels or competence. 

Severe low staffing 
situation causing the 
non-delivery of Theme 
objectives. Ongoing 
unsafe staffing levels or 
competence. 
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Appendix 3:  Likelihood Risk Descriptors 
 

 

Description Probability 

5 -         Almost 
Certain More than 90% chance of occurrence 

4  - Probable More than 75% chance of occurrence 

3  - Possible 51% - 75% chance of occurrence 

2  - Unlikely 10% - 50% chance of occurrence 

1  - Remote Less than 10% chance of occurrence 
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